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Executive Summary

The purpose of this deliverable is to report to the LASIE consortium on any changes on the
technological, regulatory and societal levels that might be of importance in the LASIE prototype and its
further development. The work reported in this deliverable was done under WP2, as part of the task
T2.2 (Privacy Monitoring). The structure contains four main sections, the first two reporting on the
technological landscape and change, and the two next sections focus on legislative and societal
change, respectively. Finally, we provide recommendations drawn from the above analysis, and
formulates advice on how to take into consideration the societal issues raised by LASIE (data
protection, ethics, privacy and so on). The deliverable ultimately asks what, if anything, has changed
on any of these levels and in what way this is relevant to the LASIE project?

The first main section corresponds to the need, as formulated in Deliverable D2.1, to develop a
module in the LASIE framework that will deal with ethical and regulatory concerns, and presents the

Ethics and Digital Evidence (EDE) modul e. It ¢

normal functionalities of the prototype to assist law enforcement agencies in analysis of evidence, and
implemented in a centralized module. The section on technological change reports that LASIE will be
playing a key role in the evolution of the MPEG standardization activity (namely standardized ways to
orchestrate media information in a security environment), and in the continued successful
implementation of Deep Learning technologies to LASIE development. The reform of the EU data
protection framework, in particular GDPR (General Data Protection Regulation), is presented in the
next section, as is the Police and Criminal Justice Data Protection Directive and the Network and
Information Systems (NIS) Directive on common cyber security standards. The former introduces new
mandatory legal and extra-legal tools for protection: data protection by design (DPbD), data protection
by default, privacy- and data protection impact assessments and mandatory DPO. We also discuss
the legal status of digital evidence and individual rights in criminal proceedings. The fourth section
looks at societal change and acceptability: if and why this should be taken into consideration for
LASIE.

The deliverable finally lists seven broad recommendations consistent with the foregoing analysis.
These are:

5
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1) The LASIE consortium takes i nto c onisthedsecretg,t i on

technology and regulation i into its work.

2) The LASIE consortium ensures the LASIE prototype is compatible with the new European
personal data protection framework.

3) The LASIE consortium ensures the LASIE prototype adheres to national security standards
developed under the new Directive on security of network and information systems (NIS).

4) The LASIE consortium ensures the LASIE prototype is able to demonstrate the logics that
lead to an arrest and/or detention of an accused person as well the evidence available.

5) The LASIE consortium ensures the LASIE prototype handles digital evidence in accordance
with the principles of authenticity, completeness, reliability, believability and proportionality.

6) The LASIE consortium continuously monitors the developments in the area of digital evidence.

7) The LASIE consortium ensures the LASIE prototype is continuously assessed against a broad
range of societal values, including not only ethical notions (privacy, data protection, ethics of
surveillance), but also acceptance of a given society in which the LASIE prototype would be
deployed.

These recommendations will be re-visited at the conclusion of the LASIE project, i.e. with Deliverable
D2.3 in October 2017.
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1 Introduction

1.1 Concept of this report

This deliverable contributes to the on-going work carried out as part of Task 2.2: Privacy Monitoring,
whose overall aim is to provide guidance to the LASIE consortium in respect to fundamental rights,
ethics, and societal issues.

Hence, the present report is about a technological, regulatory and factual change that affects both the

LASIE prototype and the process of its development. The said change has occurred between early

2015 and August 2016, i.e. between the first LASIE background report on ethical and otherwise

regulatory requirements (D2.1), as well as state-of-the-ar t 6t echnical 6 deliverabl es
the one hand, and the due date of submission of the present deliverable (D2.2), on the other.

Our observations about the change concern Europe understood broadly, i.e. European Union (EU)
and European Economic Area (EEA) and Switzerland, as well as external factors impacting European
affairs.

The report is structured as follows:

1) Section 2: Reporting on the development and implementation of the Ethics and Digital
Evidence (EDE) module for the LASIE prototype (technological landscape). This includes
short public description of the EDE module i predominantly for a non-technical audience i and an
initial self-fas sessment of how the EDE module permitms to tr:
other words: what has been done to develop the EDE module and how efficient it is in practice?

2) Section 3: Analytical overview of the current changes at technological levels (technological
change). This part involves presentations of the recent technological developments that impact
both the LASIE prototype and the process of its development. In other words, what has changed
from the technology viewpoint that is relevant for LASIE?

3) Section 4: Analytical overview of the current changes at legislative and societal levels
(regulatory and societal change). This includes the presentation of the new EU data protection
framework, recent case law and other relevant developments in politics and society at large. This
part also explores recent societal debates concerning large-scale surveillance practices. In other
words, what has changed from the regulatory and societal viewpoint that is relevant for LASIE?

4) Section 5: Recommendations based on the above-mentioned analysis: how the change in
technology, regulation and society impacts the LASIE prototype and the process of its
development? This part provides further advice on how to safeguard the societal concerns raised
by LASIE (ethics, privacy, data protection, criminal evidence law, etc.)

I'n this report we treat 6t ec hn catatingiyg fomewhatiarbéiraryy asi et y 6 s
many issues concern changes that are at the same time technological and societal, but it has the

advantage of clarity of the main drivers at stake. We further distinguish between substantive and

procedural change. The former concerns regulatory and factual needs that have occurred, the latter

their reflection in legislation and policies. For example, the passing of the General Data Protection

Regulation (GDPR) would be a procedural change reflecting the societal need for i ideally i a higher

level of privacy and personal data protection (i.e. substantive change).

This deliverable will be updated and revisited at the end of the LASIE project (Deliverable D2.3), when
the development of the LASIE prototype will be close to finalization. Meanwhile, this deliverable aims
to open a broader discussion about what elements, affecting the development of LASIE, have
changed and how they would be impacting this process of development.

In the remainder of Section 1, we briefly elaborate how the notion of ¢hanged i s understood
philosophy as well as what are the objects of &hangeq if looked from our perspective. In other words,

what the change is and what does change? These are: the society, technology and regulation. This

shows the potential to use change as lens to better understand the possible challenges faced by a

research project like LASIE.
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In Greek philosophy, Heraclitus (6™ century BCE) operates with a law of change that states that things
are ever-moving, and that the world consists of things in motion. They exist even though, and because
of, this constant change. For example, one way to understand this is that when stepping into the river,
you stand in a different river at any given moment.! According to Heraclitus, this was precisely what
constitutes a river, the constant flow of water, making it specifically a river rather than a lake or an
ocean. In other words, Heraclitus did not necessarily believe that all things change, but that the
constant flow of some things enables the existence of others. This flow, although misquoted and

criticized by many, h e -gaing fluk that is the ety nadure rothhanman life. In h e

Heraclitus' philosophical thought, change is the only unchanging thing.

In a similar fashion, others argue that the coming into existence of something means the going out of
existence of something else. To a certain extent Heraclitus accepts this, believing in what he called
the AUni ficat i@apbeoimes Bighpandnight eecames day, dry becomes wet and wet
becomes dry; these are opposites insofar as they replace each other. They each take over the state of
the other, according to Heraclitus, and are interchangeable in a series of transformations. In the
context of this report, what is useful for us to extract is not the way Heraclitus believed that things
transform from one state to the opposite, but that this process, like the river, is ever-moving and at any
given moment will look somewhat different than any other given moment.

13¢KS 20250Ga 2F WOKIy3aSQ

1.3.1 Society surveillanceand security

The way the society functions is not a constant. The needs of a given society, the values, their
perception and their attitudes constantly change. In our context, it is important to understand 7 what of
these needs, values, perceptions and attitudes i a given society, in a given time, has towards the
notions of surveillanceand securi ty, both o6urbandéd and 6st at

Surveillance is not a novelty, but a set of activities which can be traced back to very different socio-
technical practices: from the creation of prisons to the development of regimes of classification and the
introduction of accounting systems. Over time, plenty of definitions thereof have been developed, e.g.
Cl ar ke sees s ur vithd $ysteanatic envestigationfidr énpnitoring of the actions or
communications of one or more personsa? More analytically, Lyon defines surveillance as:

it he f gstematie dnd rogtine attention to personal details for purposes of influence,
management, protection or direction. Surveillance directs its attention in the end to individuals
(even though aggregate data, such as those available in the public domabie, msag to build up

e 0.

a background picture). It is focused. By systematic, | mean that this attention to personal details is
not random, occasional or spontaneous; it is deliberate and depends on certain protocols and
techniques. Beyond this, surveillancei® ut i n e ; it occurs as a o6nor mal o
i strati

societies that depend on bureaucratic admin
(Lyon 2007: 14).

Lyonds definition pinpoints to t haeaboftmanaging dnamnge:te ur vei | |

detect change, to control or reduce (specific kinds of) change, to instigate or suggest (specific kinds
of) change, to protect from (specific kinds of) change, etc. This may cast a light on why security
measures increasingly rely on some kinds of data processing activity: the promise of collecting and
analysing data is that of becoming able to control movements, flows and transactions concerning
people and things, without hampering their very circulation, and possibly even promoting it.

This is particularly evident in many European policy initiatives in the field of counter-terrorism, fight
against crime and border controls. For example, in 2016 the European Parliament and the Council
have adopted a directive setting up a pan-European system to collect, process, store and exchange
passenger name records (PNR) of travellers on EU-bound flights: these data will be used to both carry

1 Philosophy for Changéttps://philosophyforchange.wordpress.com/2008/04/07/heraditchange/
2 Clarke 1997http://www.rogerclarke.com/DV/Intro.html


https://philosophyforchange.wordpress.com/2008/04/07/heraclitus-on-change/
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out ex-post and ad hoc identifications, but also to generate profiles and flag those individuals that have
to go to secondary controls.® In other words, the aim is not to reduce the number of passengers but
rather to automatically sift information to direct and tailor security action on those deemed a potential
threat.

The normality of data-driven security measures, however, is found to have been developing gradually
in different societies, in accordance with societal values, e.g. influenced by concrete events such as
mass shootings or suicide bomb attacks. The occurrence of terrorist attacks, in Europe and
elsewhere, continues to spark discussions about privacy and the acceptability of surveillance
measures. Acceptability of surveillance is often explored in the aftermaths of such events, and
research suggests that people generally display more willingness to be surveilled (LASIE Project
2015), although i as discussed in Section 4.2 i this is not always the case. Furthermore, it is not
possible to take a straightforward normative position in respect to surveillance. As noted by Lyon,
surveillance both looks after and looks over. In other words, surveillance is about both caring and
controlling. It is respectively concerned with steering or protecting a given behaviour, and with
controlling how such behaviour evolves (Lyon 1994). Moreover, surveillance is a crucial and
constituent element of advanced liberal societies, so that what is generally at stake is not its total
rejection or embrace, but rather the forms it takes, its purposes and its scope in relation to
fundamental rights and other values.

For example, the classic notion of the 'trade-o f f bet ween édsecurity givend on
takend on the other, illustrates how these concept s,
fixed. Whi tod ftbhebed tweadce s e c ur iednypothacantested and \praiseg byh as b
different scholars, we should not assume that it is a zero-sum weighing, but rather two dynamic and

flexible concepts that changes according to, and in parallel with, society.

For the continued development of LASIE, this relates to the notion of regarding security as a feeling
rather than a fact, i.e. as a dynamic concept and not a factual constant. Perceptions change, as we
will see, depending on the context in which they are generated i and as contexts differ too, security
perceptions and public acceptance for surveillance, are in continuous motion.

1.3.2 Technology

It would have been easy if technology and the society were of a constant nature. Conversely they are

in constant change. They both progress at their own pace, and do not necessarily synchronise nor
converge. Further mor e, soci al needs and technol ogy i
Law is a perfect example thereof: Moorebs observat
integrated circuit doubles appr oxi mat ely every two years (Moore 196
from a rare and expensive venture into Jaattheesameasi v e
time 7 a need to re-invent (a lot of) the law. Think, for example, of societal acceptability: it is not a

static thing and what is considered acceptable for a certain societal group or population varies across

cultures and time. Consequently, regulation, if needed and/or desired, must address the needs and

desires of the given society in a given time. Therefore, with the ever-changing nature of society,

human rights i and this includes privacy 1 face a need for continuous evolution in order to address

new challenges. In other words, human rights are situated and contextual rights: they take shape in

certain societies at certain moments of time (De Hert and Kloza 2012).

1.3.3 Regulation

e third of our objects of change.
meani ng, that is sustai ned a nhlic alittwodtyuover dctivities watuedo | exer
by the communityo (Selznick 1985, 363) , ithe ability
ot her wi se do, or not do something B would normally dc¢
authority to affect behaviour of a different party according to set standards, involving instruments of

iRegul ationo is th
fi

3 Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 2016 on the Use of Passenger Name
Record (PNR) Data for the Prevention t@sion, Investigation and Prosecution of Terrorist Offences and Serious Odme.
L 119 04.05.2016p. 132.
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information-gat heri ng and behaviour modi ficationo (Black 2

different aspects of regulation, but indisputably all have one element i n common: that regu
way of controlling societyo (Hood 1983, 4). Note that
of regulation.

The way how firegulationo is related to fStatlsguogfed i s t

the needs, values, perceptions and attitudes a given society in a given time (on the one hand), and the
status quo and the pace of the development of the technology (on the other). Figure 1 illustrates this
interdependence.

values perceptions

attitudes

regulation technology

Figure 1: Interdependence of o6changingd factors to the developr

The realisation about the existence of the factors and of their correlations are of utmost importance for
the development of a smart surveillance tools like the LASIE prototype.

13
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2 Status quo technological landscape the Ethics and Digital
Evidence (EDE) module

2.1 Overview

The aim of the LASIE project is to design and implement an open and expandable framework that will
significantly facilitate the investigation process of the analysts, by providing an automated initial
analysis of the vast amounts of heterogeneous forensic data, guiding the investigation procedure
through the incorporation of a recommendation functionality and interacting with the user though an
efficient and user-friendly interface. In this sense, LASIE is a forensic, i.e. ex post, surveillance tool, as
opposed to pre-emptive, i.e. ex ante, tool. All the above will be performed under the condition that all
relevant regulatory and ethical restrictions are satisfied and the digital evidence is admissible in
European courts of law.

The types of data handled by the LASIE prototype range from simple identifiable pictures of people to
more sensitive data such as skin colour, and other information which might be protected by laws.
These regulations may differ depending on the context of the usage of the system (criminal
investigation) and the location of such usage. In parallel, the process leading to the development of
the LASIE prototype raises numerous societal concerns, such as protection of personal data used to
develop and test the prototype. This heterogeneity necessitates a two-layer approach, which is
illustrated by Figure 2. Regulations and standards applicable thereto are thoroughly analysed in
Deliverable D2.1, describing regulatory and ethical guidelines on research and data handling.

» privacy and data protection: - » privacy and data protection:
« general data protection principress— = peneral data protection principles

* Council Framework Decision 977/2008/1HA * Responsible Research & Innovation [RRI)
» [proposed Directive on data protection in
criminal law]

+ gthics of surveillance

* |laws on digital evidence:
= peneral principles
= particularities

* the UK .
* Spain . -
\W visionware -
HOUF BN oL Mo
Confidentiality agreements
= Data sharing agreements
\'7 Notifications to DPAs
Ethics & Digital Evidence [EDE] Module Data Protection Officer (DPO)
On-going monitoring
Ethics Advisory Board
Figure 2: LASI E6bs approach to addressing societal chall enges

The said deliverable D2.1 further concludes with the need to develop a dedicated module in the LASIE
architecture that will deal with ethical (encompassing privacy and personal data protection) and legal

(i.e. admi ssibility of evidence in the courts of | aw
on top of Anormal o, technical functionalities that d
law enforcementagenci es in analysis of evidence. Therefore,
l'imiting the fAnormal o functionaliti esethiosfandtdigigel pr ot ot
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Figure 3: The Ethics and Digital Evidence (EDE) module

2.2 Implementation

To address the heterogeneity of regulatory and ethical requirements, a set of security requirements
and security policies is defined in section 5 of the document D2.1. These policies should be configured
for each deployment of the LASIE system, according to the applicable laws. The implementation of
these security requirements and policies is achieved through security controls that must be
implemented throughout the LASIE system.

The deployment of these security controls in every LASIE module would not be practical, as it would
mean that every module would have to be reconfigured at deployment and there would have to be an
effective means to synchronize the definitions and integrations between the modules so as to
eliminate the possibility of security flaws due to gaps or inconsistencies between the security controls

of each module.
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Fortheser easons, we opted to implement all securisty cont
and Digital Evidenced modul e. It sits at the centre
ensuring the implementation of the correct policies and thus the conformity of the system with relevant

legal, ethical and privacy regulations.

The Ethics and Digital Evidence (EDE) module is WHO
implemented as a centralized Web Service offering a
XACML* interface that implements the following functions:

can access
WHAT
(under what conditions)
for what PURPOSE

A Act as a controller on WHO can access WHAT under
which CONDITIONS and for what PURPOSE;
A Log all accesses to data for accountability purposes;

A Implements a set of security policies that are
configured at runtime to allow the adaptation for XACML

different deployment scenarios.

Figure 4: Policies are defined using the open
The EDE module implements a policy-based approach to standard XACML
manage data, relevant information and services access
control. Policies will be compliant to the trust mechanisms
that will be defined according to EU and national ethical and ethical regulatory requirements.

The usage of XACML standard for the description of the access policies means that every policy is
written in a universal and portable language. The XACML version to be used is 3.0.5 Policies written in
XACML refer to access rights given to XML objects under a specified set of conditions, to specific
actors, for a defined purpose, as depicted above.

The implementation of the EDE module relies upon a set of components described below:

4XACML 1 eXtensible Access Control Markup Language is an open source standard to define a core schema and
corresponding namespace for the exgimgs of authorization policies in XML (Extensible Maulp Language) against
objects that are themselves identified in XML. The standard can be downloadddtfrerfiwww.oasis
open.org/committees/tc_home.php?wg_abbrev=xacml

5 Cf. http://docs.oasispen.org/xacml/3.0/xacrd.0-core specos-en.pdf

16


https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml
http://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-spec-os-en.pdf

D2.2: Monitoring report on emerging ethical challenges and current societal debates _®I E

Subject sends
a request to access certain

An actor who
makes a request
to access certain

Resources

Resources: data, system
component or service

Policy Enforcement Point

™ application to protect a resource and
(1)« permits access only If the verification of
compatibility with the policy is positive

(8) permitted / denied

Policy <
Information

Point (7) response

actsasa I - " policy

source of ™ repository
attribute > } (3) contextinfo "
values " > \ ‘m
g ’ 8]

7 (8)

~ response

XACML, request

Attribute XACML.
(characteristics of a Yi
subject, resource,

action or environment)

',-“ (0) writing policy

(5) call back policy

o s e ~ -

PAP

L

identifies the applicable Policy Administration Point

Policy Decision Point
recelves {policy, subject, resource, access
type, context} and decides whether
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Figure 4: Interaction between the EDE components

A Policy Administration Point (PAP): This component allows the definition of XACML policies by
the information stakeholders. Defined policies are stored in the XACML Policy Repository;

A Policy Enforcement Point (PEP): The Policy Enforcement Point submit XACML requests to the
XACML Policy Decision Point and enforces corresponding decisions by authorizing or denying
access to the protected resources;

A Policy Decision Point (PDP): This component receives requests from the Policy Enforcement
Point, and dispatches it to the XACML engine configured to evaluate requests.

From a userdéds point of Vi ew, the operation of t he
functionalities of LASIE, all relevant operations are forwarded by the system to the EDE module that
replies with an f aspohse. W alldwed, the opéradia movesdfdarward,ef denied the

user is directed to an error message.
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This is represented in the following diagrams:

( <?xm] version="1.0' encoding="uTF-8" standalone«’yes'?>
<Request xminse'urn:oasis:names:tcixacml:3.0:core:schenaiwd-17"
2 CombinedDecision="false”
\ ReturnPolicyldList="false">

<Attributes cale?ory-"urn:mls:m-es:u:ual:l.o:sw]eu-uuqor @
<Attribute ATtributelds‘urn:oasis:names:tcixacm):2.0:5ubject:role

IncludeInftesult="false">

«<Attributevalue DataType="http://www.wi.org/2001 /3 Schesasstring o Jattributevalue>
</Artribute>
</Attributes>

T <Attributes cnu?ory-"urn:oais:nan:u:xa-l:l.o:n(ribuu-:n 9o
T <Attribute Attributeld-‘urn:casis:names:tc:xacml:1.0:action:action-1j
IncludeInResult="false">
<Attributevalue DataTypes='hrtp://www.wl. org/2001/ 0 schesasstring b Attributevalue>
</Attribute>
</Attributes>

<Attributes cat “urnioasis:names:tcixacal i3, 0:attribute-cat
<Attribute Attributelde’urn:oasis:names:tcixacml:
Includelntesult="false">
«<Attributevalue DataType="http:/ /www. wi.org/2001,/ 0 Schemasstr{
</Attributes

</Attributes>

iresource:resources

Attributevalues

g Lhttp . eng. 1t/video,

</Requests>

Permit or

policy
— repository

PEP n

PAP

Figure 6: Example XACML policy request: permit

«?xm] version="1.0" encoding='uTF-8' standalone='yes'?>
4 <Request xminse urn:oasis:names:tc:ixacml:3, 0icoreischema:wd-17"

:o-bined?«lsion-'fals B

ReturnPolicyTdiist="false">
<Attributes Cat “urnioasis:namestcixacmlil, 0:subject-cate w
<Attribute Attributelds'urnioasis:names:tcixacml:2,0:5ubjectirole

Inc ludeInmesult="false">

«<Attributevalue DataType="http://wew.wl.org/2001 /3¢ schemasstr ing

</Artributes
</ATTributes>

Attributevalues

s <Attributes cat y="urn:oasis:names:tc:xacml:3, 0:attribute-categor @
<Attribute AttributeId='urn:oasis:names:tc:xacml:1,0:actionzaction-ij
IncludeInmesult="false">
<Attributevalue DataTypes'http://wew, w3, org/2001 /X0 Schemadstring /attributevalues
</Attribute»
</Attributes>

<attributes (atm'um:oas(s:ms:t:::ull:3 0:attribute-categor w
<Attribute Attr eId="urn:oasis:names:tcixacml:l, 0:resource:resourcel
A IncludeInResult="false">

<Attributevalue DataTypes'hrtp://www.wl.org/2001/XMLSchema#string tp://www. eng. it/videoJ/Attr ibutevalue>

</Attribute>
</attributes>

</Request>

\. o/ Permit or

Deny ?

PDP
li
Q — n:gsgw
\ =

sl €
PEP PAP

Figure 7: Example XACML policy request: deny
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The EDEmodul e is implemented in the LASIE architecture
request and acts based on the defined policies. This is implemented by the PEP as a Java based

RESTS® client, which is a software component that intercepts access requests and queries the PDP

component regarding the applicable access policies.

The other components (PDP and PAP) are FIWARE framework based software components. FIWARE
is a middleware platform, driven by the European Union, for the development and global deployment
of applications for Future Internet. The API specification of FIWARE is open and royalty-free. The
objective of FIWARE is to facilitate a cost-effective creation and delivery of Future Internet applications
and services in a variety of areas.

These components deal with the administration of the policy repository and answering queries from
the PDP.

The technical implementation of the EDE module is depicted below:

=

Policy Sniffer
FIWARE Repository

£
<Si- .o, \

- Policy - [REST client Java)
g Retrieval PAP - fer
- Point =

PEP

Figure 8: Interaction between components (technical level)

2.3 Hfectiveness

2.3.1 Authentication and accessontrol

Access to information handled by the LASIE prototype must be firmly restricted to authorized
personnel. These restrictions must be flexible as to allow the definition of access lists to selected types
of information, to selected cases or selected records. For instance, it must be possible to configure the
access control to only allow investigators involved in a specific case access to the matter under
investigation.

Identification of users in LASIE must be done using technical means that ensure the secure
authentication of all authorized personnel. To this end, strong authentication based on two factors
such as based on smart cards and digital certificates is practiced.

6 Representational State TramstREST) is a style of architecture based on a set of principles that describe how networked
resources are defined and addressed. These principles were first described in 2000 by Roy Fielding as part of his doctoral
dissertation. REST is an alternativeS@AP and JavaScript Object Notation (JSON). Cf.
http://www.ics.uci.edu/~fielding/pubs/dissertation/rest_arch_style.htm
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The EDE module enforces that only authenticated users are allowed to access information. While it
does not implement authentication technology per se, the Policy Enforcement Point (PEP) expects all
requests to come with the identification of the user. Any request failing this requirement is denied.

Regarding access control, the policy database must be fed with the relevant rules for the legislation
where the system is deployed. For instance, in some countries only law enforcement agents allocated
to a specific criminal case can access information on the case, while on others all elements can
access the information provided they submit a reason for the access. The Policy Decision Point will

deal with this by checking if the user is in t

submitted a purpose for the access in the second case.

2.3.2 Encryption

The encryption of personal data is a security control that allows access control to be implemented on a
record-by-record base. Without encryption, the circumvention of access controls implemented on the
application level may be possible, for instance by system or backup operators. Encryption must be
implemented in a way to ensure that only people who are allowed to access a specific record own the
key to decrypt the record.

The EDE module can implement encryption by intercepting the calls between the LASIE system and
the data repository, as well as all data extraction functions of the LASIE system. If the data encryption
is mandatory in a given jurisdiction and is not being done at the data storage and data communication
functions, the EDE module will deny the storage or export request.

2.3.3 Data retention mlicy

Personal data may be stored in the system only for a limited time, depending on the type of data, the
country it is sourced from and whether the data is involved in an active criminal investigation. To
implement this control, data loaded into LASIE must be time stamped, and a record of when the data
was collected must be kept. When the time limit for a piece of data is reached, the system must erase
the data or make it unusable.

The EDE module implements this control by intercepting data access requests and checking the data
age (based on its timestamp and the local date) against the active data retention policy. If the data has
expired, any access requests will be denied.

To guarantee this functionality, the EDE module must implement one other control in the data loading
process, which is not accept any data that is not time stamped.

2.3.4 Audit logs

Audit logs must be used that allow for the identification of who accessed which record, at what time,
and what type of access was done (read, delete, update). For this purpose, the EDE module stores in
an audit table all access requests, both allowed and denied.
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3 Change (1):dchnological

3.1 MPEG standardization on med@chestration

3.1.1 Relevant echnological evolutions

The recent technological innovation brought about through audio-visual equipment is pervasive today;
everyone with a smartphone, a tablet or a laptop has both recording and display equipment at their
disposal, usually connected to a local or a public network. This equipment is increasingly
sophisticated, with higher resolutions and better lenses (for video), often multiple microphones (for
audio), coupled with increasingly sophisticated processing capabilities. These devices can not only
decode in real time, but often also encode. Sensors and displays do not only come in the form of
personal smart phones.

There are smart watches, several types of omnidirectional cameras (e.g. Bubl)” and a large number of
consumer price level Virtual Reality and Augmented Reality glasses and goggles have started to
appear (Ocul us Ri ft,BSaung GeasVRP and GoodledSlass1® that is now being
completely redesigned). Facebook bought Oculus Rift for a value that could reach 2 billion USD 11,
because it believes that the technology goes beyond gaming. Quoting Mark Zuckerberg: A Thi s i
a new communication platform. By feeling truly present, you can share unbounded spaces and
experiences with the people iny o u r (Zdudkdrberg 2014).12 Also, there is a huge number of audio-
visual capturing devices (CCTV) in fixed locations in most urban areas of the world. These devices
continuously record and/or stream content of on-going events from streets, public and private spaces
in almost any city worldwide. Similarly, the media captured by relief agencies, emergency response
teams and security forces need to analyse, process and fuse, automatically or manually, vast amounts
of heterogeneous data acquired from different sources including CCTV surveillance, content
professionally captured by broadcasters as CNN or BBC news, desktops, mobile devices, Internet
webcams and social networks.

With so many capture and display devices, and with applications and services moving towards a more
immersive experience, we need the tools to be able to manage multiple, heterogeneous devices over
multiple, heterogeneous networks, to create a single experience. We call this process Media
Orchestration: orchestrating devices, media streams and resources to create such an experience.
Indeed, the output of the Uniform Timeline Alignment activity already mentions the need for
AOrchestrating the synchonization between devi

Media orchestration:

1 Applies to capture as well as consumption;

1 Applies to fully offline use cases as well as network-supported use, with dynamic availability of
network resources;

Applies to real-time use as well as media created for later consumption;

Applies to entertainment, but also communication, infotainment, education and professional
services;

1 Concerns temporal (synchronization) as well as spatial orchestration;

f
f

7 Bubl, http://www.bublcam.com/

8 Microsoft HoloLenshttp://www.microsoft.com/microsotiololens/erus

9 Samsung Gear VRittp:/Mww.samsung.com/global/microsite/gearvr/

10 Google Glasswyww.google.com/glass/start/

11 Dredge 2014http://www.theguardian.com/technology/2014/jul/22/facebooulusrift-acquisitionvirtual-reality.

12 Zuckerberg 201Mttps://www.facebook.com/zuck/posts/10101319050523971

BMPEG, |1 SO/IEC JTC1/SC29/WG11 N14644, Exploration of
July 2014
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T Concerns situations with multiple sensors
(ASinkso0), -to-manyandmamygo-obersegenarios;

1 Concerns situations with a single user as well as with multiple (simultaneous) users, and
potentially even cases were the fAusero is
use cases. This may have a relatioh Whithgsts
discussed in MPEG.

The first release of call for contributions by the MPEG ad-hoc group for media orchestration that
includes the security use-case driven by the technological innovation of LASIE, brings new challenges
and opportunities to the project. These new challenges and opportunities were not foreseen at the
beginning of the project since this standardization activity started February 2016) after LASIE.
Technological evolutions include seamless methodologies for orchestration spatio-temporally
distributed CCTV video footage without losing the privacy of the concerned citizens.

3.1.2 How these technological evolutions may affect the work done so%ar

The LASIE computational framework is based on automated technology for advanced data and
metadata processing and structuring including their spatiotemporal synchronization and Asymmetric
ADROPO Synchronization (ADS) to support human
aim is to link and merge heterogeneous data retrieved or streamed from multiple sources to improve
the knowledge-base and the accuracy of recommendations to analysts guiding the investigation
process and performing inference based on evidence extracted from such plethora of heterogeneous
media. So far one of the main challenges in security projects like LASIE is the handling of vast
amounts of media data. Being able to orchestrate and synchronize such data according to established
standards offers new opportunities to the project. LASIE outcomes and contributions to the standard
will add value in different technical aspects including interoperability and efficiency in related big
data/media processing. The first submission of LASIE technology in response to the call for
contributions has exploited the technical innovation achieved so far in the project and presented a new
roadmap for the forthcoming period. This standardization activity has a significant potential to
positively affect LASIE outcomes and empower security forces with latest technical innovation.

3.1.3 Adaptations to LASIE development

The LASIE consortium reacted quickly and effectively to this new development. Under the leadership
of VML, LASIE was put on the MPEG standardization map. Two significant contributions to this
standard have been brought by VML on behalf of LASIE. It is expected that now LASIE will play a key
role in the evolution of this standardization activity. In particular, the LASIE contribution for the
standardisation process will include the exploitation of DROP for establishing correlation timestamps
for establishing correspondence between the source media produced; the logical orchestration
process that allows for the representation of cross-media correspondence between spatio-temporal
media captured either through CCTV or social media and finally enabling multi-stream access across
network for unified investigator experience.

3.2 Evolution of Deep Learning technologies and applicatiorcoomputer
vision

3.2.1 Relevant technological evolutions

Deep Learning, as a part of the broader family of machine learning methods, is not a very new
technology. The Convolutional Neural Networks (CNNs), one of the most well-known Deep Learning
methodologies, has been applied for more than a decade in image analysis and computer vision
tasks. However, in the field of object detection and tracking, deep learning technology has attracted
considerable attention only the last years.
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Several recent works in the field of object detection and tracking using Deep Learning (DL) (Li, et al.
2014; Ding, et al. 2015; Wang, et al. 2015; Chen, et al. 2016) reveal that this is currently a topic of
interest for many researchers. Due to the high accuracy in detection and tracking that DL can achieve,
even under difficult circumstances, including poor and changing illumination, occlusions, cluttered
scenes, motion blur and large affine transformations due to Pan-Tilt-Zoom (PTZ) operations, they can
provide a technology that fits perfectly to the technological objectives of LASIE, especially
object/person/vehicle detection and tracking, face and plate detection.

3.2.2 How these technological evolutions may affect the work done so%ar

At the time of writing the LASIE proposal, the technical partners of the consortium had made an initial
decision on technologies to be used in tasks related to object detection and tracking. These were
based on latest state-of-the-art in this field and achieved very satisfying results in publicly available
datasets. However, these methods were proved not robust enough for real-world content from CCTV
cameras(data #fAin the wildo), which were made avai
(London Metropolitan Police i MET). An initial attempt to test recent Deep Learning frameworks on
these data had shown very promising results, therefore, it was decided to adopt Deep Learning in
WP4 tasks related to human, object and vehicle detection and tracking.

The introduction of Deep Learning to address object detection and tracking tasks in LASIE has been
performed quite early, i.e. from the beginning of the second reporting period, in July 2015. Since most
of the related tasks T4.3 and T4.4 were active, this had not significantly affected the work of the
involved technical partners, since they started early adoption of the Deep Learning technology.

3.2.3 Adaptationsto LASIE development

Due to the early adoption of the Deep Learning technologies, as described above, there were no
significant changes/adaptations to LASIE development to take into account these evolutions. These
have been successfully integrated into the LASIE platform at the end of the second reporting period.

It is also worth mentioning that the LASIE technical partners not only adopted successfully this
technology into the relevant tasks of face detection, plate detection, logo detection, people tracking
and vehicle tracking, but also contributed to research in this field with scientific publications in
international conferences (Dimou, et al. 2016; Papadopoulos, et al. 2016). There is also on-going
research in this field, within LASIE, to address more challenging tasks, such as DROP tracking.

GIE

Il abl e

t



4 Change (2):egulatory and societal

4.1 Regulatory change

Given the scope and functioning of the foreseen LASIE prototype, it is important to survey the main
regulatory changes happening in four fields: privacy and data protection; network and information
security; individual rights in criminal proceedings; legal status of digital evidence. In the sub-sections
below (4.1.1 to 4.1.4), we present the most relevant provisions introduced at European level after the
beginning of the LASIE project, as well as the most important regulatory approaches emerging across
Europe. Many of the changes presented below will come into effect only after completion of the LASIE
project. However, as further discussed in the recommendations (cf. Section 5 below), it is wise to take
them into consideration as early as possible, if not in the design of the prototype itself, definitely in the
immediate following phases. Finally, it is important to note that the regulatory changes listed below
have no pretention to exhaustiveness, especially when it comes to national legislation, whose respect
is paramount if the LASIE prototype has to be further developed for specific contexts after completion
of the project.

4.1.1 Privacy andorotection of personaldata

The most relevant regulatory changes for the prospective development of a LASIE-like system are to
be found in the field of privacy and personal data protection. Indeed, a LASIE-like system will process
personal data (along other digital data) and its implementation will most probably come to interfere
with the right to respect for private and family life. In this sub-section, we mainly focus on the changes
brought about by the conclusion of the recent reform of the EU data protection legislative framework,
which is going to deeply influence the regulatory landscape at both pan-European and national level.
Furthermore, while privacy and personal data protection are two different fundamental rights
(respectively Article 7 and Article 8 of the EU Charter) and are not the same regulatory tools, (De Hert
and Gutwirth 2006), the EU largely relies on personal data protection to also ensure the protection of
individual s6 privacy.

4.1.1.1 Thepersonal data protection reforms

The roots of the legal protection of privacy and personal data in Europe trace back to 1970s.
Throughout the years, such protection has materialised i generally speaking i at three levels. The

first one, i.e. the Council of Europe, is offered by the so-c al | ed 6 Co n% Eha secondonel 0 8 6 .

the European Union, is offered by the 1995 Data Protection Directive.'®> The third one is offered by
national constitutions: virtually all of them offer the protection of privacy and personal data in one or
another way. The complexity of this system has been discussed extensively in Deliverable D2.1.

14 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, ETS 108, 28 January

1981, Strasbay. Cf. http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm
15 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protectiordogisdivi

with regard to the processing of personal data and on the free movement of such data, OJ L 281, 23.11.1%9®, pp. 31
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council of europe (coe.int) COUUNCIL CF BUROPE
est. 1949 — strasbourg, fr

47 member countries

european ct. of human rights, fr

- 1950 european convention on human rights art 8

- 1981 convention 108 (42 ratifications]

- 2001 protocol 181 (32 ratifications]

- pending ‘modernisation’ of convention 108 [signature expected 2017]

european union (europa.eu) '?"%u
est. 1952 / 1993 - brussels, be =y EFTA

CONSEIL DE UEURCPE

28 (still...) member states AELE
ct. of justice of the european union, lu est. 1960
- 2000 charter of fundamental rights of the eu arts 7-8 geneva, ch
- 1995 data protection directive 4 ms
- 2001 regulation 45/2001 [re processing by the union] efta ct., lu
- 2016 general data protection regulation (2018-) aea
i mult‘!ple Jlfeg'es spe:lcfafes +++. [schengen, ...] est. 1994
+++ multiple int'l treaties +++ [tftp, pnr, .| e
[national level] [aggregation
1966 iccpr art 17 & optional protocol - ch-eu/feea
constitutional protection - est. 1999

civil, eriminal, adm protection -

Figure 9: The European system for the protection of privacy and personal data

The need to keep up with technological changes, on the one hand, and political, economic and

societal changes, on the other, created a need to update both legal frameworks. The overall goal was

to ensure smooth handling of personal data while offering an adequate level i especially adequate to

contemporary challenges i of protection of individuals whose data are being handled. While the

foomer , i .e. the Council of 1%8helattep eebtlse,European Urion,lsdwitsm ot ¢ o n ¢
conclusion in April 2016. The new EU legal framework for the protection of personal data, consists of

two instruments:

A General Data ProtectonRe gul at i onandi GDPRO) ,
A Data Protection Directive for the police and cri mi
Data Protection Directiveo).

Whil e GDPR wil|l apply predominantly to O6commercial
Crimin a | Justice Data Protection Directive wild/|l apply t
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal

offences or the execution of criminal penalties, including the safeguarding against and the prevention

of threats to public securityo.

16 Cf. http://www.coe.int/t/dghl/staratdsetting/dataprotection/modernisation_en.asp

17 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movementlafeswaid repealing Directive

95/46/EC (General Data Protection Regulation), OJ L 119, 04.05.2016,8%. 1

18 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to theqmessing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free movement
of such data, and repealing Council Framewiecision 2008/977/JHA, OJ L 119, 04.05.2016, pp.189.
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As far as the territorial scope is concerned, the GDPR will apply to all 28 Member States of the EU,
including the United Kingdom until it leaves the Union, and the Directive i equally to all EU Member
States (except Denmark, the UK and Ireland), yet plus Norway, Iceland, Lichtenstein and Switzerland
as far as Schengen cooperation is concerned.

The GDPR would become applicable from 25 May 2018. EU Member States shall implement the
Directive no later than 6 May 2018 Thi s period of time is meant to fige
|l eaves many 6open questionsé, in particular concernin

The European Commission justifies the need for the reform by the need to keep pace with

devel opments at multiple | evels: i ihéyevereintroducedata r ul es &
time when many of today's online services and the challenges they bring for data protection did not yet

exist. With social networking sites, cloud computing, location-based services and smart cards,

processing of personal data has grown exponentially. We need a robust set of rules to make sure

people's right to personal data protection i recognised by Article 8 of the EU Charter of Fundamental

Rights i remains effective in the digital age. This will at the same time be beneficial for the

devel opment of t hEurogeangComnaskion20l®.n 0 my O

Finally, it should be mentioned that the European Commission has launched in April 2016 a public
consultation about t he -palsise d| ePriirveard ye wbi rod c ttihvee ,s owh
processing of personal data and the protectidn of pr
At present it is impossible to say which changes will the review introduces. However, it is reasonable

to expect that the reform of the ePrivacy Directive may clarify the rules concerning the retention of

traffic and location data by law enforcement authorities (cf. Article 15(1) ePrivacy Directive), which had

given way to the notorious Data Retention Directive in 2006%° and were then subsequently struck

down by the EU Court of Justice in 2014.2!

4.1.1.2 Key novelties: overview
Key novelties in the GDPR include (De Hert and Papakonstantinou 2016):

A the choice of legal instruments: one of the most important contributions made by the GDPR to
EU personal data processing is to directly enter the Member State level. The regulation will be
directly applicable in all EU member states and has moreover implications for the EEA states
(Norway, Iceland, Liechtenstein) as well as Switzerland. (However, it will require some
6i mplementingdéd |l aws in each Member State.) The arc
approach among the Member Stats was crucial in the call for an update of the 1995 Directive, and
data protection is now considered an EU concern to be regulated directly at EU level through a
regulation.
A reforming (and nami ng) t h e : tlel GDPRDpravides & inawelidtsof pr i nci
personal data protection principles: lawfulness, fairness and transparency, purpose limitation, data
minimisation, accuracy, storage limitation, integrity and confidentiality and accountability. The
lawful grounds for processing operations continue to be six: consent, performance of a contract,
compliance with a legal obligation, protection of vital interests, public interest, and overriding
interest of the controller.

A emphasis on the individual consent: Alalny freely given, speci fic,
indication of his or her wishes by which the data subject, either by a statement or by a clear,
affirmative action, signifies agreement to persona
Commi ssionEs request for fexplicitdo consent has not

A theright to be forgotten: Article 17 of GDPR sets out the indiv
information deleted by data controllers under certain circumstances.

19 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of
personal data and the protection of privacy in the electronic communications(Bétctive on privacy and electronic
communications), OJ L 201, 12.06.2002, p. 37.

20 Directive 2006/24/EC of the European Parliament and of the Council/daiéh 2006 on the retention of data generated
or processed in connection with the provision ablgcly available electronic communications services or of public
communications networks and amending Directive 2002/580EQ, 105, 13.04.2006, p. 54.

21 Court of Justice of the European Union (CJEU), Joined Cag2&3(@2 and €94/12 Digital Rights Ireland Judgment
(Grand Chamber) of 8 April 2014.
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A the right to data portability: another new right afforded to individuals to move around their
personal data from controller to controller.

A strengthening the roles of national and regional data protection authorities (DPAs): efforts
made to enhance cooperation and a coherent approachacr oss Eur ope. The
introduced as new basic notion to deal with cross-border issues.

A removal of the obligation to notify: the obligation to notify all personal data processing
operations to competent DPAs has been, if not replaced, shifted to a principle of accountability.

Furthermore, the GDPR introduces a series of obligations to follow certain legal and extra-legal tools
for protection and these include:

1) Data protection by design and by default (DPbD),
2) Privacy- and data protection impact assessment (PIA/DPIA),
3) mandatory data protection officers (DPO).

4.1.1.3 Key novelties: Data protection by design and by default

Both instruments introduce a new provision called data protection by design and by default: Article 25
of the GDPR and Atrticle 20 of the Police and Criminal Justice Data Protection Directive.?? This double
principle 7 engineering data protection into the very design of the data processing system and
minimizing the collection, storage, access and processing of the data i is not a radically new idea
when it comes to the regulation of privacy. The concept of Privacy by Design (PbD) was coined by the
then-Privacy Commissioner of Ontario, Ann Cavoukian, in the early 1990s and has been based on 7
principles:

Proactive not reactive; Preventative not remedial.
Privacy as the default setting.

Privacy embedded into design.

Full functionality T positive-sum, not zero-sum.
End-to-end security 1 full lifecycle protection.
Visibility and transparency i keep it open.
Respect for user privacy i keep it user-centric.?3

NoghrwnE

Over the years, PbD became a key reference
implementation remains unknown and controversial till today.?* Nevertheless, the LASIE project sticks
to this standard and therefore implements a Privacy by Design approach at technological level through
the EDE module (cf. Section 2 above). Along with PbD, a few others approaches and technical
solutions have been discussed in the last years,? and this despite the difficulty to clearly define how
they can be used consistently in different contexts (Rubinstein 2011).

The very inscription of a data protection by design and by default provision in the text of both the
GDPR and the Police and Criminal Justice Data Protection Directive is a major regulative change.
Article 20 of the said Directive states:

Article 20
Data protection by design and by default

5

of

1. Member States shall provide for the controller, taking into account the state of the art, the cost

of implementation and the nature, scope, context and purposes of processing, as well as the ris
of varying likelihood and severity for rights and freedo of natural persons posed by the

ks

processing, both at the time of the determination of the means for processing and at the time of the

processing itself, to implement appropriaiechnical and organisational measures, such as
pseudonymisation, which areesigned to implement data protection principles, such as data

I=

=13

22 Further clarifications about these provisions are to be found in recital 78 GDPR and, to a lesser extent, in recital 53 of th

Police and Criminal Justice Data Protection Directive.

23 Cf. http://www.privacybydesign.canter alia: Cavoukian and Jonas 2012.

24 Cf. esp. Glrses, et al. 2011; Wiese Schartum 2016.

25 For a comprehensive review of the most promising approaches, cf. Danezis, George, Josep-Bamanytarit Hansen,

JaapHenk Hoepman, Daniel Le Métayer, Rodica Tirtea, and Stefan Schiffner. "Privacy and Data Protection by Design

from Policy to Engineering." Heraklion: ENISA, 2014.
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minimisation, in an effective manner and to integrate the necessary safeguards into the processing,

in order to meet the requirements of this Directive and protect the rights of data subjects.

2. Member States shall provide for the controller to implement appropriate technical and

organisational measures ensuring that, by default, only personal data which are necessary for each

specific purpose of the processing are processed. That obligatiesapghe amount of personal
data collected, the extent of their processing, the period of their storage and their accessibility. |

n

particular, such measures shall ensure that by default personal data are not made accessible

without the individual's irgrvention to an indefinite number of natural persons.

The text of Article 25 GDPR also includes a third paragraph stating the possibility to create and
regul ate an ad hoc certification mechani sm t
defined above. It is important to note that the two legislative instruments follow the same twofold
approach, which means that i in the long term i the majority of data-processing systems are expected
to implement some technical and organizational solutions of data protection by design and by default.

The overall ambition of this provision is to bring the protection of personal data into the very design of
new data-processing systems, rooting it at both technological and organizational level. Furthermore,
this provision obliges data controllers to follow a principle of data minimization, where personal data
are collected, processed, stored and accessed only when necessary for a given purpose.

First, controllers should carry out an overall assessment of the processing system they are

0 fide me

developing, both in terms of technical solutions and

natur al personso. Then, controll ers have t o
organi zational me a s u rineeing data ptotectidn in® thg dat@ processing systgm
so to provide safeguards and comply with the legislation. These steps are recursive because the
processors are required to ensure that data pr
stage of design, but also throughout their everyday running.

The second set of guidelines both clarifies what is the logic to be adopted in devising data protection
by design solutions, and introduces further obligations for the data controllers. On the one hand, it
emphasi zes that specific solutions should ens
each specific pur pose of t he processing ar e
controllers to duly justify the design choices of each step of the data processing life-cycle, from
collection to storage and accessibility. The twin goal is to limit the quantity of data to be processed and
to tailor the processing practices to specific and stated purposes.

Generally speaking, data protection by design and by default does not introduce new principles, but
rather aims to bring the rationale of personal data protection to bear into everyday business,
organizational and technical choices. In other words, it obliges data controllers to consider personal
data protection not as an afterthought or a set of external safeguards to be put in place once the
system is already running, but as one of the key factors defining what they want to achieve through
data processing and how they want to achieve it.

At present, the main challenge is the lack of substantial and detailed guidelines in the very legislative
texts. The provision merely mentions the possibility to use data pseudonymization, where the masking
out of personal data can still be reversed, and insists on the need to use both technical and
organizational solutions. However, at least for the time being, this leaves a huge question in terms of
which technological and organizational measures can really be accepted as proper data protection by
design solutions. It is reasonable to believe that, at least at the beginning, solutions such as PbD and
similar will provide hands-on guidance, and that studies such as those recently released by ENISA
(Danezis, et al. 2014; D'Aquisto, et al. 2015) will contribute to set up standards and best practices. In
the longer term, this gap will be probably filled with the creation of the certification mechanisms
mentioned in Article 25(3) GDPR, or by national regulation when it comes to the field of police and
criminal justice.

Finally, it should be noted that this new provision of data protection by design and by default is
presented in both the GDPR and the Police and Criminal Justice Data Protection Directive not as
6st-ahdned sol uti on. udidbnohdata pratectibn impace assessments and of data
protection officers, it is part of a set of measures that puts personal data protection at the
organizational and technical core of any new data-processing system.

devi se

otectioc

ure tha
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4.1.1.4 Key novelties: Privacyand data piotection impact assessment

A privacy impact assessment (PIA) is a process for assessing the impacts on privacy of a project,
policy, programme, service, product or other initiative (hereinafter: project) and, in consultation with
stakeholders, for taking remedial actions as necessary in order to avoid or minimise the negative
impacts.26

The first time PIA appeared at the EU | evel was
regulatory approach to address privacy and personal data protection problems in emerging
surveillance technologies. The Radio Frequency ldentification (RFID) industry was the first sector
targeted, followed in 2012 by smart grids and smart metring systems. In result, a model was
developed in which the European Commission issues a recommendation that suggests, inter alia,
stakeholders to develop a privacy and/or data protection impact assessment framework to be
subsequently sent for an opinion and/or endorsement by the Art 29 Working Party, the EU advisory
body on personal data protection, and then to be widely used by the industry in the Member States. In
both cases thus far, Art 29 Working Party rejected the first version of the framework due to lack of
quality, causing only embarrassment for the European Commission, and hesitantly accepted revised
versions (Kloza, et al. 2015: 26).

In parallel, when the EU was negotiating another agreements with the US on Passenger Name
Record (PNR) arrangement i a saga lasting from 2004 till 2011, the European Parliament considered
inaresoluti on from May 2010 that any such measure

in 2

i mus:t

Assessment , and a proportionality test demonstrating

In parallel, assessment of privacy impacts has been incorporated into two EU policies. First, it is the
Better Regulation Package (2015). Deregulation policies influenced policy-making in the EU, always
accused of inefficiency, counter-productivity and bureaucracy. Since early 2000s, the EU issued a
number of documents with fancy names: Code of Good Administrative Behavior (2000),
Communication on impact assessment (2002), Inter-institutional Agreement on Better Lawmaking
(2003), Smart Regulation (2012) and Regulatory Fitness (REFIT) (2014), among others (Meuwese
2008).

By contrast, the Council of Europe proposed to include a mandatory PIA in the modernized text of the
Convention 108. In a version from May 2016, its Art 8bis(2) reads:

Each Party shall provide that controllers and, where applicable, processors, examine y{the likel
impact of intended data processing on the rights and fundamental freedoms of data subjects prior
to the commencement of such processing, and shall design the data processing in such a manner as
to prevent or minimise the risk of interference with thagkts and fundamental freedoms.

The GDPR was intended to give effect to the principle of accountability and a dedicated impact
assessment was meant to be one of the means of achieving accountability. The Commission coined
the new term Aidmpactpraossessmant 06 or ADPI Ao. The
numbed as Article 33 yet i after the legislative process was concluded and the GDPR promulgated 1

it eventually received number 35. Its relevant provisions merit their reproduction here:

Article 35
Data protection impact assessment

1. Where a type of processing in particular using new technologies, and taking into account the
nature, scope, context and purposes of the processing, is likely to result in a high risk to the rights
and freedomsof natural persons, the controller shall, prior to the processing, carry out an
assessment of the impact of the envisaged processing operations on the protection of personal data.
A single assessment may address a set of similar processing operatigredbat similar high

risks.[ é ]

3. A data protection impact assessment referred to in paragraph 1 shall in particular be required in
the case of:

26 De Hert, et al.http:/piafproject.eu/ref/PIAF_D3_final.pdf

rel e
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(a) a systematic and extensive evaluation of personal aspects relating to natural persons which is
based on@omated processing, including profiling, and on which decisions are based that produce
legal effects concerning the natural person or similarly significantly affect the natural person;

(b) processing on a large scale of special categories of data refe@riedirticle 9(1)2” or of
personal data tating to criminal convictions and offences referred to in Article 10; or

(c) a systematic monitoring of a publicly accessible area on a large[s@lE.
7. The assessment shall contain at least:

(a) asystematic description of the envisaged processing operations and the purposes of the
processing, including, where applicable, the legitimate interest pursued by the controller;

(b) an assessment of the necessity and proportionality of the processiagiongein relation to
the purposes;

(c) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1;
and

(d) the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensutbe protection of personal data and to demonstrate compliance with this
Regulation taking into account the rights and legitimate interests of data subjects and other persons
concerned] é ]

9. Where appropriate, the controller shall seek the views okdhjacts or their representatives on
the intended processing, without prejudice to the protection of commercial or public interests or
the security of processing operatiopse |

11. Where necessary, the controller shall carry out a review to asses®e#gimgds performed in
accordance with the data protection impact assessment at least when there is a change of the risk
represented by processing operations.

This provision has its counterpart in Article 27 of the Police and Criminal Justice Data Protection
Directive:

Article 27
Data protection impact assessment

1. Where a type of processing, in particular, using new technologies, and taking into account the
nature, scope, context and purposes of the processing is likely to result in a high risk to the rights
and freedoms of natural persons, Member States sluafider for the controller to carry out, prior

to the processing, an assessment of the impact of the envisaged processing operations on the
protection of personal data.

2. The assessment referred to in paragraph 1 shall contain at least a general des€rip&o
envisaged processing operations, an assessment of the risks to the rights and freedoms of data
subjects, the measures envisaged to address those risks, safeguards, security measures and
mechanisms to ensure the protection of personal data angittondtrate compliance with this
Directive, taking into account the rights and legitimate interests of the data subjects and other
persons concerned.

4.1.1.5 Key novelties: data protection officer (DPO)

Another important provision introduced by the data protection reform is that concerning the figure of
the Data Protection Officer (DPO): Articles 37-39 GDPR (Section 4) and Articles 32-34 Police and
Criminal Justice Data Protection Directive (Section 3). Given the scope and purpose of the LASIE
prototype, we present below the full text of Section 3 Police and Criminal Justice Data Protection
Directive.

27| . e. Apersonal data revealing racial or ethnic origin, pol
membership, and the processing of genetic data, biometric data for tlsgofuniquely identifying a natural person, data
concerning health or data concerning a natural person's se)
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Section 3
Data protection officer

Article 32
Designation of the data protection officer

1. Member States shall provide for the controller to designate a data protftiten Member
States may exempt courts and other independent judicial authorities when acting in their judicial
capacity from that obligation.

2. The data protection officer shall be designated on the basis of his or her professional qualities
and, in g@rticular, his or her expert knowledge of data protection law and practice and ability to
fulfil the tasks referred to in Article 34.

3. A single data protection officer may be designated for several competent authorities, taking
account of their organidahal structure and size.

4. Member States shall provide for the controller to publish the contact details of the data
protection officer and communicate them to the supervisory authority.

Article 33
Position of the data protection officer

1. Member States shall provide for the controller to ensure that the data protection officer is
involved, properly and in a timely manner, in all issues which relate to the protection of personal
data.

2. The controller shall support the data protectidiicef in performing the tasks referred to in
Article 34 by providing resources necessary to carry out those tasks and access to personal data and
processing operations, and to maintain his or her expert knowledge.

Article 34
Tasks of the data protection dficer

Member States shall provide for the controller to entrust the data protection officer at least with the
following tasks:

(a) to inform and advise the controller and the employees who carry out processing of their
obligations pursuant to this Directivand to other Union or Member State data protection
provisions;

(b) to monitor compliance with this Directive, with other Union or Member State data protection
provisions and with the policies of the controller in relation to the protection of persdaal da
including the assignment of responsibilities, awarenaising and training of staff involved in
processing operations, and the related audits;

(c) to provide advice where requested as regards the data protection impact assessment and monitor
its perbrmance pursuant to Article 27;

(d) to cooperate with the supervisory authority;

(e) to act as the contact point for the supervisory authority on issues relating to processing,
including the prior consultation referred to in Article 28, and to consultrevappropriate, with
regard to any other matter.

As it is the case for data protection by design and by default, and for data protection impact
assessment, DPOs are not a novelty in the personal data protection landscape. For example, the
appointment of DPOs was made mandatory for all EU institutions and bodies by Regulation 45/2001,%8
and many other public and private actors have introduced similar positions. However, the new
provision further clarifies their tasks and their role, making them a pivotal actor in the everyday
protection of personal data.

28 Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December20Qfratedtien of
individuals with regard to the processing of personal data by the Community institutions and bodies and on the free
movement of such data, OJ L 8, 12.01.2001, p. 1.
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The overall ambition of this provision is the same of data protection by design and by default and of
data protection impact assessment: to bring personal data protection to structurally bear in both the
development and on-going functioning of data-processing systems. In particular, data protection
officers have also a role of double interface, between the data processor and the data protection
authorities and between the data protection and the data subjects. Their expertise is also supposed to
be double: they should be knowledgeable of personal data protection and of the specifics of the
system at stake.

This new provision is particularly relevant for LASIE because any uptake of the prototype and any
further development will have to be accompanied by the appointment of a DPO.

4.1.1.6 Key novelties: caséaw

The Court of Justice of the EU?° in the past few years has rendered a couple of landmark judgements
regarding the handling of the personal data, These include, among others, Digital Rights Ireland
(2014),3° Google Spain (2014)3! and Schrems (2015).32 The first mentioned here is of particular
importance for the development of the LASIE prototype.

In Digital Rights Ireland, the Court annulled the Data Retention Directive in its entirety, arguing that its
provisions run counter to both Article 7 and Article 8 of the Charter. The Data Retention Directive
enshrined an obligation for telecom service providers to retain traffic data of all their clients for a period
of minimum 6 months and maximum 2 years, depending on the national laws transposing the directive
(Zanfir 2015: 111).

The Court detailed why the provisions of the directive go beyond what is necessary to obtain the

5

I=

|l egitimate purpose of Athe fight against internati
and securityo. I'n particul ar , editimate r&@antiom df mdtadatad d o wn

1. Differentiate, limit and make subject to exceptions the persons whose information is retained in

the light of the objective of fighting against serious crime; such limitations should be done
regarding: (i) persons for wam there is no evidence capable of suggesting that their conduct

might have a link, even an indirect or remote one, with serious crime and (ii) persons whose

communications are subject to professional secrecy;

2. Require a relationship between the datasghretention is provided for and a threat to public
security;

3. Limit the access of national authorities to the data, by (i) laying down objective criteria to
determine the limits of the access; (ii) establishing substantive and procedural condititing re

to the access of the competent national authorities to the data and to their subsequent use; (iii)
laying down an objective criterion by which the number of persons authorized to access and

subsequently use the data retained is limited to whatrighstnecessary in the light of the
objective pursued;

4. When establishing the retention period, it should (i) make a distinction between the categories
of data set out in Article 5 on the basis of their possible usefulness for the purposes pursued and

(ii) base the determination of the length of the retention period on objective criteria;
5. Expressly require that data must be retained within the EU;

6. Require irreversible destruction of the data at the end of the data retention period;

7. Ensure thathe way the data are processed pursuant to the data retention legislation is subject to

control by an independent authority of compliance with requirements of protection and security
(Zanfir 2015: 117118. Original footnotes omitted).

®This is the Asupreme courto of gtNokobEconfusedevithrihe Strasbeury an d

based European Court of Human Rights (ECtHR) which normally decides on human rights infringements of European states

against an individual.

30 Supra, note1.

31 CJEU, Decision of the Court in Casel@1/12 Google v. Spain of 13 May 2014
32 CJEU, Case @62/14, Maximillian Schrems v Data Protection Commissioner.
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4.1.1.7 Significance foLASIE

The reform of the European personal data protection legal frameworks is without any doubt the most
significant change impacting both the LASIE prototype and its development. Although the new laws
will not be applicable until May 2018, it makes little if no sense to develop a marketable tool that would
not be adherent to legal requirements after its deployment. (The LASIE research project concludes in
October 2017.)

The new legal framework for personal data protection in Europe introduces a wide range of novelties
and the LASIE project should consider in particular:

1 adherence to data protection by design and by default standards in accordance with Article 25
of the GDPR and Article 20 of the Police and Criminal Justice Data Protection Directive. The
difference here is that whilet h e 6 0C a wa wnkastasidard is rather general yet voluntary,
this standard got a particular legal meaning with the passage of both GDPR and the Directive.
i readiness to conduct a data protection impact assessment (DPIA) before the deployment of
the LASIE prototype in a given jurisdiction. The
Article 35 GDPR and Art 27 of the Directive and now a conduct of such an impact assessment
is mandatory. The LASIE prototype should remain responsive to the ultimate results of such
an assessment, i.e. the O6gadgetdé should be able t
of the assessment process.
1 usefulness of the LASIE prototype to the needs and work of a mandatory data protection

of ficer (DPO) in a |l aw enforcement u hiparticilan whi ch
the LASIE fAgadgetdo must all ow the DPO to perform
GDPR.

1 adherence to the data retention principles as foreseen in the judgement of the Court of Justice
of the EU in Digital Rights Ireland case (2014). These in particular include an obligation to
retain data at the servers located in the territory of the EU and an actual erasure thereof after
the conclusion of an investigation, processing and the statue of limitation period in a given
jurisdiction.

4.1.2 Network and information security(in passim)

4.1.2.1 Overview

The new Directive on security of network and information systems (the NIS Directive)3 was eventually
adopted by the European Parliament on 6 July 2016. The directive sets common cyber security
standards and aims to step up cooperation among EU countries and service providers with a view to
ensure cyber secuvi t.§hesefre listecsirsAamexes laand II$te the said Directive
and include: energy (electricity, gas, oil), transport (road, rail, air, water), banking, financial market
infrastructure, health sector, drinking water supply and distribution, digital infrastructure, online
marketplaces, online search engine and cloud computing service. According to its supporters, it will
help prevent attacks on EU countries' interconnected infrastructure.

The passage of the NIS Directive is a part of the EU Cyber Security strategy, launched in 2013.34
The Strategy makes clear the priorities for EU international cyberspace policy:

A Freedom and openness: the strategy outlines the vision and principles on applying core EU values
and fundamental rights in cyberspace.

A The EU's laws, norms and core values apply as much in cyberspace as in the physical world:
responsibility for a more secure cyberspace lies with all players within the global information
society, from citizens to governments.

A Developing cyber security capacity building: the EU engages with international partners and
organisations, the private sector and civil society to support global capacity building in third

33 Directive (EU) 2016/1148 of the European Pankmt and of the Council of 6 July 2016 concerning measures for a high
common level of security of network and information systems across the Union, OJ L 194, 19.07.2013).pp. 1

34 Cybersecurity Strategy of the European Union: An Open, Safe and Secerspi2yte Brussels, 07.02.2013, JOIN(2013)
1 final, http://eeas.europa.eu/policiesfeybersecurity/cybsec_comm_en.pdf
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countries. This includes improving access to information and to an open internet, and preventing
cyber threats.

A Fostering international cooperation in cyberspace: preserving open, free and secure cyberspace is
a global challenge, which the EU is addressing together with relevant international partners and
organisations, the private sector and civil society.3®

The NIS Directive will increase cooperation between EU Member States on the vital issue of cyber
security. It lays down security obligations for operators of essential services (in critical sectors such as
energy, transport, health and finance) and for digital service providers (online marketplaces, search
engines and cloud services). Each EU country will also be required to designate one or more national
authorities and to establish a strategy for dealing with cyber threats.

4.1.2.2 Significance for LASIE

The NIS Directive lays down specific substantive obligations as to cyber security of i as it calls them i
ilessent i a.lltsAstield 14 meries eegroduction here:

Article 14
Security requirements and incident notification

1. MemberStates shall ensure that operators of essential services take appropriate and
proportionate technical and organisational measures to manage the risks posed to the security of
network and information systems which they use in their operatiansngiregard to the state of

the art, those measures shall ensure a level of security of network and information systems
appropriate to the risk posed.

2. MemberStates shall ensure that operators of essential services take appropriate measures to
preven and minimise the impact of incidents affecting the security of the network and information
systems used for the provision of such essential services, with a view to ensuring the continuity of
those services.

3. MemberStates shall ensure that operatfressential services notify, without undue delay, the
competent authority or the CSIRTof incidents having a significant impact on the continuity of

the essential services they provide. Notifications shall include information enabling the competent
auttority or the CSIRT to determine any crdssrder impact of the incident. Notification shall not
make the notifying party subject to increased liability.

4. In order to determine the significance of the impact of an incident, the following parameters in
particular shall be taken into account:

(a) the number of users affected by the disruption of the essential service;
(b) the duration of the incident;
(c) the geographical spread with regard to the area affected by the infidet.

Consequently, it is expected that the LASIE prototype, when deployed, will fall into the scope of the
Directive 1 beinga #Adi gi t al i nf r aditerswlscetnu ri eaid andstheedeforie willerseddon
adhere to national security standards developed thereunder.

4.1.3 Individualrights in the criminal proceeding@n passim)

4.1.3.1 Overview

The EU has embarked on a long process of harmonising criminal law, both procedural and
substantive, among its Member States. One of the key areas is the balance of right between the
prosecution and the accused individual. To that extent, from 2010 three directives have been adopted:

35 Cf. http://eeas.europa.eu/policies/egbersecurity/index_en.htm
%AComputer security incident response teamsodo (footnote
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A Directive on interpretation and translation,3’

A Directive on the right to information,® and

A Directive on the minimum standards on the right of access to a lawyer in criminal proceedings and
on the right to communicate upon arrest are applied throughout the EU.3°

These directives represent an important step in the effort of re-establishing a balance in the context of
the Area of Freedom Security and Justice (AFSJ). For long time both scholars and civil society have
denounced the focus of the EU on the repression aspect of criminal justice systems by adopting
judicial cooperation instruments enabling Member States to enforce their criminal law transnationally,
while neglecting the protective side, namely the rights of the individuals caught in the inter-states
judicial cooperation. The Treaty of Lisbon has finally provided a legal basis for harmonising the rights
of the suspects at Article 82 of the Treaty on the Functioning of the European Union (TFEU). The
directives mentioned above represent a first attempt in designing an AFSJ which also grants rights to
its citizens, and not only enhances Member States capacity to punish them.

Of particular importance for the development of the LASIE prototype is the Directive on the right to

information. It basically implements and adjusts the famous yet controversial 6 Mi r anda war ni ngod,

from the United States criminal procedure, to the European needs and reality.

The name originates from the case Miranda vs. Arizona (1966),° whi ch consi dered Mr
arrest that occurred wi t hou't informing him of his righhe8®S unde
Supreme Court fmemast reqliremeiit] updnhwvbich later admissibility of a confession

depends, is that a four-fold warning be given to a person in custody before he is questioned, namely,

that he has a right to remain silent, that anything he says may be used against him, that he has a right

to have present an attorney during the questioning, and that, if indigent he has a right to a lawyer

wi t hout Ambrman J\¢ sedes have popularized the ruling, to the extent that evena wor d 46t

mi r andi zonéd. American policemen have been equipped with the so-c al | ed O Mi r anda
listing the rights that must be read before the arrest was made.*!

E -

DEPTs OF POLICE ST, PAUL, llNﬂL
MIRANDA WARNING

10 YOU HAVE THE RIGHT TO REMAIN SILENT,

2. ANYTHING YOU SAY CAN AND WiLL BE UBED
AGAINST YOU IN A COURT OF LAW,

3., YOU HAVE THE RIGHT TO TALK TO A LAWYER
AND HAVE HMIM PRESENT WITH YOU WHILE YOU
ARE BEING QUESTIONED,

4, IF YOU CANNOT AFFORD TO HIRE A LAWYER,
ONE WILL BE APPOINTED TO REPRESENT YOU
BEFORE ANY QUESTIONING, IF YOU Wi&H ONE,

il

Figure10: An example of ‘4 AMiranda cardo

37 Directive 2010/64/EU of the European Parliament ainthe Council of 20 October 2010 on the right to interpretation and
translation in criminal proceedings, OJ L 280, 26.10.2010,1pp. 1

38 Directive 2012/13/EU of the European Parliament and of the Council of 22 May 2012 on the right to information in
criminal proceedings, OJ L 142, 01.06.2012, gd.a

39 Directive 2013/48/EU of the European Parliament and of the Council of 22 October 2013 on the right of access to a lawyer
in criminal proceedings and in European arrest warrant proceedings, and ontttehi@te a third party informed upon
deprivation of liberty and to communicate with third persons and with consular authorities while deprived of liberty, OJ L
294, 06.11.2013, ppil2.

40U.S. Supreme Courldiranda v. Arizona384 U.S. 436 (1966), de&d 13 June 1966, 384 U.S. 436.

41 Cf. http://www.abajournal.com/magazine/article/miranda_warning_history

42 Cf. http://www.slate.com/blogs/the_vault/2014/07/02/miranda_warning_history_how_the language of the-warning
__became_standard.html
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In the European reality, the Directive stipulates an indicative model of the iLet t er .0oAn
arrested or detained person should be informed about:*3

assistance of a lawyer/entitlement to legal aid,

information about the accusation,

interpretation and translation,

right to remain silent,

right to access to documents,

informing someone else about an arrest or detention and/or informing relevant consulate or
embassy,

urgent medical assistance.

period of deprivation of liberty.

~pooow

s @

4.1.3.2 Significance for LASIE

The Directive does not create any new rights. (These are inherent in the right to fair trial, protected by
Art 6 of the European Convention on Human Rights.) It only makes sure that any person would benefit
from a proper criminal process.

Of particular importance of LASIE is the emphasis on the information about accusation (b) and a right
to access to documents (e). It could be interpreted as an accused person, who has been arrested and
detained, must be informed about the logics that lead to this arrest and/or detention, as well as be
demonstrated with the evidence available, either to himself/herself directly, or to his/her lawyer.
Therefore, the LASIE prototype must be able to demonstrate, at any time, on demand, information on:

1 how LASIE prototype has arrived at a given suggestion,
1 evidence leading to a given suggestion,
1 lawfulness of the whole process (cf. the rules on admissibility of digital evidence).

This is to say that a #Aprintoutodo of LASIE must
proceedings too, both in rem and in personam.

4.1.4 Legal status of digital edience™

4.1.4.1 Societal context and relevance

As will be discussed in Chapter 4.2, monitoring emerging ethical challenges and current societal
debates, relevant for the implementation of the LASIE system, implies taking into account the role of
the digital. Concretely, the prevalence of digital technological solutions, methods and phenomenon in
European courts and law enforcement in general, is central in the context of LASIE. The basic premise
is that, as a result of an on-going digitalization and interconnectedness in society,*> actors and
institutions such as criminal courts are confronted with new kinds of challenges. One such challenge,
which encompasses both ethical and societal concerns, is the issue of digital evidence. And
furthermore, how electronic or digital evidence presented in criminal proceedings, despite regulatory
shortcomings, can be ensured admissible in court.

In terms of legal frameworks, the rules governing admissibility of digital evidence vary between the
different EU/EEA Member States. In addition, the regulations are continuously and rapidly challenged
by the evolution of technological devices and gadgets such as computers, mobile phones, and digital
cameras. In general, the evolution of all these technologies comes with great advantages for society,
but simultaneously also creates new opportunities for the criminal; and thus also for law enforcement
and criminal courts. Identity theft, the online exploitation of children, fraud, phishing and various
methods for scamming, are all examples of types of crime, where the rapid digitalization and technical

43 Annex | to the Directive 2012/13/EU.

“The content of this section is partly derived from a

Analysis and PresentationofEvi dence in Courto, held at the Academy
Lisbon, 29 Febrwaryi 15t March 2016.
45 See e.g. Castells 2010.
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evolution of relevant devises have played and continues to play a crucial role. Based on these
changes, the aim of this section of the deliverable is to indicate key issues and challenges with
regards to the role of digital evidence, as part of the considerations for the practical implementation of
the LASIE system. Ultimately, that the digital evidence that the prototype processes is admissible in
court, is a fundamental requirement for its usefulness and success.

4.1.4.2 Definition, sources and challenges of digital evidence

Before discussing the changes and challenges for the role of digital evidence, it is useful to briefly
define the concept and its traditional sources. Digital evidence can be defined as any probative
information stored or transmitted in digital form, which a party to a court may use at trial. Before
accepting digital evidence, a court will have to determine if the evidence is relevant, whether it is
authentic, if it is hearsay and whether a copy is acceptable or the original is required. In this sense,
digital evidence is no different from traditional evidence in the way that it is necessary for the party
introducing it into legal proceedings to be able to demonstrate that it is no more and no less than what
it was, when it came into their possession. In other words, it is important to be able to prove that no
changes, deletions, additions or other alternations have taken place.

We can distinguish between three broad categories of digital evidence:

1) The records of activities that contain content written by one or more people (e.g. email messages,
word processing files, and instant messages). As evidence: it may be necessary to demonstrate
that the content of the document is a reliable record of the human statement that can be trusted.

2) Records generated by a computer that have not had any direct input from a human (e.g. data logs,
connections made by telephone, ATM transactions). As evidence: to demonstrate that the
computer program that generated the record was functioning consistently at the material time.

3) Records comprising a mix of human input and calculations generated and stored by software code
written by a human (e.g. financial spread-sheet that contains human statements, but via computer
processing). As evidence: whether it was the person inputting the data, or the writer of the
software code that created the content of the record, and how much of the content was created by
the writer of the software code, and how much by the person inputting the data.

I'n addition, there are hybrid versions of digital

machi ne, part digitalo, e. g. a modern car with

With regards to sources, traditional sources of digital evidence are e.g. CDs, USBs, hard disks,
cameras, phones, and gaming devices. Furthermore, there are many examples of hidden sources
such as a memory card or storage device hidden within a computer mouse. The potential for digital
evidence to be 0i-tranedseyebdreatés cHaltengestfdn aw enfoncement. In the
example above, a lack of front-line knowledge would be that the investigator overlooks the computer
mouse when searching for evidence, but it can be argued that such knowledge about hidden sources

5

a

should also be part of the o6frontline knowledgebd

4.1.4.3 General principles and procedures for handling digital evidence

To briefly summarize, digital evidence must be admissible, but as mentioned above, there are several
particularities and challenges tied to this kind of evidence. Since the ultimate goal is the use of
acquired and analysed evidence to support a case in court; it is crucial that electronic evidence must
be obtained in compliance with existing legislation and best practice procedures to be admissible in
trial. Although the details differ depending on national legislation, the following basic criteria must
generally be taken into account:

A Authenticity: it must be possible to positively tie evidentiary material to the investigated incident.
A Completeness: it must tell the whole story and not just a particular perspective.

A Reliability: there must be nothing about how the evidence was collected and subsequently
handled which causes doubt about its authenticity and veracity.

A Believability: it must be readily believable and understandable to a judge and/or the members of
ajury.
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A Proportionality: its application to digital forensics establishes that the whole investigative process
must be adequate and appropriate. The benefits that are to be gained by using a specific measure
must outweigh the harms for the party of parties affected by the measure.

4.1.4.4 Key challenges for law enforcement and criminal proceedings

The increasing digitalization of society (a more large-scale and long-term example of a societal
change) necessitates new kinds of knowledge and working methods, also for law enforcement actors.
It is important to note that digital evidence is a novelty for all stakeholders i from policemen and
prosecutors, forensics experts to barristers and judges. Their experience in this area is no older than
two or three decades and pretty much each new case can bring a new challenge.

While the basic principles of policing still apply to the handling of digital evidence, there are some key
differences with traditional evidence, for example the (often) lack of DNA or fingerprints or other
material evidence, but also i while the evidence might be material 7 it can be hidden in a way that
necessitates new methods for e.g. searching a crime scene. In other words, digital evidence does not
have to be materi al (only manifested via more
digital evidence is material (such as a USB stick), it still comes with some challenges distinguishing it
from the more traditional evidence. For the former, one example is the fact that with the prevalence of
Wi-Fi and Bluetooth, it is not necessary to be physically connected to commit a crime. This makes the
joboff i nding and tracing this kind of evidence -
cal | edcomputngjudhas no real physical |l ocations, a
to keep the data in a fixed location and it could be moved constantly. It is not even a given that the
cloud provider knows where concrete data are located. Furthermore, this poses also questions of how
it can be ensured that data can be collected fast enough (before it moves) and how it is possible to
make copies of it. For the latter, new ways of searching for evidence is necessary as there are
examples of USB- sticks (e.g. containing illegal visual material) have been hidden inside objects such
as a computer mouse or a tub of ice cream, or hidden inside a frozen block of ice. Another more
fundamental challenge is that there are currently no international guidelines that transcend all
jurisdictions, and search and seizure is generally regulated in three different jurisdictions in e.g. the
UK. Furthermore, with digital evidence, there tends to be so much unseen evidence that there is a
great deal of unused materials. From the perspective of the prosecution, the defence tend to want to
see the unused materials i and this can be a burden. Finally, the sheer potential size of digital
evidence (taking the demands and the principle of completeness into account), can be challenging.
For example, it requires technical, practical and analytic skills, to find a sensible way of presenting e.g.
3 TB of data before a court.

Generally speaking and regardless, digital evidence is subject to the same rules and procedures as
traditional evidence, but there are a few challenges that are particular to the former:

A It can be invisible to the non-trained eye (e.g. hidden sources),

A It may need specialists to gather the evidence (e.g. technical knowledge on computer forensics),
A 1t can be volatile (e.g. an iPhone going int
A

It can be altered or destroyed through normal use (e.g. entering the wrong password on a device
that consequently locks itself down),

>

It can be duplicated without degradation (e.g. a file can be copied without leaving many traces),

A Technology advances quickly (e.g. new models with different features and traits makes it
necessary to keep up with the development),

A Authenticity can be challenging (e.g. tying the evidence to the crime),

A Presentation can be challenging (e.g. it is impossible for a judge to be presented with several TB
of data).

Taking into account the key challenges presented above, we can identify some key principles for the
handling of digital evidence in the context of criminal proceedings. Firstly, digital evidence is not just
about computer crimes, but today, most crimes will have some kind of digital or electronic aspect to
them. It can be electronic communication (such as a mobile phone) or it can be using digital solutions
to explicity commit a crime that it would otherwise not be possible to commit off-line (such as
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phishing). In either case, the discussions about digital evidence are not a subject just for computer
forensics experts; front line officers and investigators also need to deal with it, and it requires a new
approach to evidence. Realistically, we can say that the issue of digital evidence has become also a
front-line issue that requires a new skill set for the front-liners of law enforcement. For example, most
frontline officers should be expected to know that you should not let a seized iPhone go into sleep
mode because then you will need the password to unlock it. If it goes into sleep mode then it will wipe
everything once you tap the password wrong ten times. While this is not part of traditional trainings for
police officers, with the widespread occurrence of this kind of evidence in the field, the correct
handling of it can no longer be described as expert knowledge, but should rather be part of the basic
knowledge of every investigator. Similar principles relate to finding ways to ensure that the digital
evidence is not contaminated, and ultimately, to make sure that the information is presented in court in
a way that particularly a judge, has no difficulties in understanding.

4.1.4.5 Practical challenges and guidance for the presentation of electronic evidence in
a court of law

Taking into account the challenges of finding, tracing, obtaining and holding the evidence, as

described above, the ultimate goal for digital evidence i as with all evidence i is that is needs to be

collected an presented in such a way that it is admissible in a court of law. Generally, we can say that

all evidence should have a chance at being admitted, unless there is a concrete reason for exclusion.

For example not every country permits covertly obtained intercepted evidence to be admitted into legal

proceedings. If brought to court, a practical challenge for questions of admissibility can be ensuring

that a judge understands the nature of the charges and its link with the digital evidence. The very first

step when presenting digital evidence in a court of law, is to get the courts permission in advance for

the electronic presentation. It can also be a good idea to establish a general sense of the judges

concern about the technology, and to adapt the procedure accordingly. The form in which evidence is

provided to the requesting jurisdiction can also cause challenges to the prosecution, i.e. it might be

difficult to satisfy the local legal requirements regarding admissibility. Concretely, there might also be

differing definitions of serious criminal offences between jurisdictions, in turn affecting the admissibility

of the evidence underpinning the proceedings. As a very general rule; when dealing with digital

evidence, follow best practise as far as possible. This can e.g. mean to start by clearly establishing a

link between the digital and the human domain. Furthermore, the presentation of the relevant
technology to a jury and to a judge should I imit the
the crime real 0. Visualizations and il |l ustsrpeoplé ons i n
tend to give more attention to what they see than to what they hear.

4.1.4.6 Significance for LASIE

As part of the societal and legal context in which the development of the LASIE prototype is taking
place, the system will have to accommodate for the regulatory gap that currently exists in the area of
digital evidence. Of particular importance for the implementation of the system, is the fact that there
are currently no international guidelines regulating the role of digital evidence, which transcend all
jurisdictions. To limit the effects of this regulatory gap 7 and to increase the chances of the data that
the LASIE system processes will eventually be admissible in a court of law T ensuring that basic
criteria such as authenticity, completeness, reliability, believability and proportionality are taken into
account in the processing, is a first basic step when dealing with digital evidence.

In parallel, the novel character of digital evidence for all stakeholders would require a close look on
developments in this field and might necessitate changes in the architecture of forensics tools and this
will certainly impact the LASIE prototype.

4.2 Societal change

4.2.1 Why to look at societal change?

Public authorities sensu largo, all need to develop and work with solutions that are not only functional
and useful, but that are also accepted by society. While technical assessments of such tools and
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measures often focus on the short-term practical potential of the novel approaches, strategies,

concepts and solutions, societal reactions and ethical challenges are usually more long-term, abstract

and complex.*® Sometimes these effects are also unintended, such as in the case of the

i mpl ementation of the @b o dscurit.d\hilethe maasure was eterttianally e ai r p C
developed to be an efficient way to scan passengers for dangerous objects, its implementation

eventually created considerable societal resistance and unease, e.g. illustrated by its popular

renami ng asd tshcea nfinnea ko .

Furthermore, we cannot accept that any surveillance tool, such as LASIE, once accepted in society, is
a given. In other words, the relation between the society and surveillance is not a constant.

One way to regar d 0 s therthanias afart, andthusthat mactices ef kecunityg can a
only be carried out as a certain kind of negotiation about values (Burgess 2011). This means e.g. that
the way a population perceives implemented security measures i such as surveillance tools i in their
society, is an important factor in both the effectivity and the efficiency of these measures, since the
societal val ues that underpin the populationds perc
implement and adopt the security measures at stake. While the effectiveness and societal
acceptability of a surveillance tool cannot necessarily be calculated, this acknowledgement
necessitates a continuous qualitative assessment (and discussion) e.g. about the way events and
societal debates influence and incorporate societal values, and vice versa. It is in particular via the
understanding of security as a negotiation of values, that ethical challenges are likely to arise, as this
section will later show.

4.2.2 Change applied: acceptance and acceptapili

Taking into accotaptant e r ¢ e-depengetcyimdne \dable starting point for
understanding the change in peopleds perception of th
the recent PRISMS research project, Friedewald, et al. (2016) found that people's attitudes to
surveillance as a security measure vary, and are clearly context-dependent. The researchers found
that in Europe overall, citizens are relatively critical of surveillance measures because their responses

togivencases diff er ed | argely depending on the A[é] context,
system or device (ibid.: 14). Factors impacting perception can be the current level of trust in

government, the individual 6s per c eeorsodial satus,andthé y t hr e a
extent of the surveillance measurebds presence i n an i

people surveyed in the PRISMS research project were less positive about surveillance security
measures administered by private sector and profit-oriented enterprises, than by public authorities.

However, in the discussion, the researchers argue that there are a few factors that are important in all
cases regardless of context. A strong correlation was found between personal security concerns and
positive attitudes towards surveillance. Even stronger than this was the correlation between worries
about personal privacy and non-acceptance of surveillance practices. Finally, people’s trust in their
countries” institutions had a positive effect on their support for a security practice. To summarize,
acceptance is higher whenever people feel that the practice is a) beneficial to their personal concerns
or worries, b) understandable, and c¢) does not affect them personally in their day-to-day life (ibid.: 19).
For these reasons, inter alia, we can to a certain extent indicate how and in which contexts a
surveillance measure might gain public support.

What might be a bigger challenge with regards to changing acceptance of surveillance is to identify
what the societal values really are. Although values can be challenging to pinpoint, some can be found
manifested in treaties and regulations. For example, the functions and legitimacy of the EU is in itself
constituted through a reference to a discourse of values (Burgess 2011: 136), i.e. many of the
practices and principles making up the EU make reference i indirectly or directly- to a set of
fundamental values, which in discussions about e.g. surveillance, has as a natural consequence
something that can be referred to as a securitzation of values (ibid.). The values that constitute the
European community of values are for example manifested in the 2009 Lisbon Treaty. An example is
the on-going refugee influx, creating large opinion divisions across countries such as Germany, the
United Kingdom, France and Denmark, in some cases resulting in public and political claims for

46 See e.g. The Sydney Morning Herald 208p://www.smh.com.au/articles/2006/12/05/1165080915144.html
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